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Overview
.
The basic idea/problem/motivation/history:
..

.

 Organizations as information exchange entities.
 Catastrophe recovery.
 Solving ambiguous, ill-defined problems.
 Robustness as ‘optimal’ design feature.

.
A model of organizational networks:
..

.

 Network construction algorithm.
 Task specification.
 Message routing algorithm.

.
Results:..

.
 Performance measures.
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February, 1997:

.
Aisin (eye-sheen), maker of brake valve parts for
Toyota, burns to ground. [4]
..

.

 4 hours supply (“just in time”).
 14,000 cars per day → 0 cars per day.
 6 months before new machines would arrive.
 Recovered in 5 days.

 Case study performed by Nishiguchi and
Beaudet [4]
“Fractal Design: Self-organizing Links in Supply
Chain”
in “Knowledge Creation: A New Source of Value”
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February, 1997:

.
Some details:..

.

 36 suppliers, 150 subcontractors
 50 supply lines
 Sewing machine maker with no experience in car

parts spent about 500 man hours refitting a
milling machine to produce 40 valves a day.

 Recovery depended on horizontal links which
arguably provided:
1. robustness
2. searchability
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Some things fall apart:

http://www.uvm.edu
http://www.uvm.edu/~pdodds


COcoNuTS

Overview
Toyota

Ambiguous problems

Models of organizations:

Modelification
Goals

Model

Testing

Results

Conclusion

References

D

d2

x2

x1

ζ

λ
y

d1

.....
.
....
.
....
.
9 of 57

http://www.uvm.edu
http://www.uvm.edu/~pdodds


COcoNuTS

Overview
Toyota

Ambiguous problems

Models of organizations:

Modelification
Goals

Model

Testing

Results

Conclusion

References

D

d2

x2

x1

ζ

λ
y

d1

.....
.
....
.
....
.
10 of 57

Rebirth:
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Motivation

.
Recovery from catastrophe involves solving
problems that are:
..

.

 Unanticipated,
 Unprecedented,
 Ambiguous (nothing is obvious),
 Distributed (knowledge/people/resources),
 Limited by existing resources,
 Critical for survival.

.
Frame:..

.
 Collective solving of ambiguous problems
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Motivation

.
Ambiguity:
..

.

 Question much less answer is not well
understood.

 Back and forth search process rephrases question.
 Leads to iterative process of query reformulation.
 Ambiguous tasks are inherently not

decomposable.
 How do individuals collectively work on an

ambiguous organization-scale problem?
 How do we define ambiguity?
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Let’s modelify:

.
Modeling ambiguous problems is hard…
..

.

 Model response instead…
 Individuals need novel information and must

communicate with others outside of their usual
contacts.

 Creative search is intrinsically inefficient.

.
Focus on robustness:..

.

1. Avoidance of individual failures.
2. Survival of organization even when failures do

occur.
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.
Why organizations exist:
..

.

“The Nature of the Firm”
Ronald H. Coase,
Economica, New Series, 4, 386–405, 1937. [1]

.

.

 Notion of Transaction Costs.

 More efficient for individuals to cooperate outside of
the market.

 Coase had a solid career.
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Real organizations—Extremes

.
Hierarchy:
..

.

 Maximum efficiency,
 Suited to static environment,
 Brittle.

.
Market:..

.

 Resilient,
 Suited to rapidly changing environment,
 Requires costless or low cost interactions.
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Organizations as efficient hierarchies

.

.

 Economics: Organizations ≡ Hierarchies.
 e.g., Radner (1993) [5], Van Zandt (1998) [7]

 Hierarchies performing associative operations:
��

��

�� �� �� �� �� ��

�� ��

�� ����

��

�� �� �� �� �� ��
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Real organizations…

.
But real, complex organizations are in the
middle…..

.
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151 ｔｉｉｲＺｂｬｬｕＬｘ［ｙＨｊｬＧｬ｜ｬｬｾｉｎｆＵｓ

C(llllpany's spcctHcul:u growth :Hises from hehaviors t1wt :l1T

e\'!llved. nut designed-thisis the essenceof self-organization.Self-

ofwmizatiun docsnot meangiving pcople :l1l1issioll, standing h;1Ck,

and sl;'('ing what happens.Cnpilal Olle movesforward ),C(;1I15(' it

stilllulates thousandsof experilllenls,selectsIhose that clear the

firm's vicarious selection systemand perform \\'el! in test lllarkCl5,

alHl ret:lins lhe slIccessful concepts t1l1'ollgh a high level of ［ ｬ ｬ ｬ ｬ ｏ ｬ Ｑ ｬ ｡ ｾ

t iolt :lIId service.

Our world is becullIing mure complex hecauseit is hecullling

1I111I"C intercunnected, and uhiquilolls COllllectiuns <1l1ow ｣ｏｬＱｬｮｬｬｬｬｬｪｾ

ties of specialiststu flourish. In additiun, the best lIIinds, panicu-

larly alllong youngerpeople,are increasinglylikely to participatein

netwurksthat give thelll considerablelocal autunollly. III slich a

wurld, designedenterpriseswill fmd it increasingly difficult to ＨｏｉｬＱｾ

pete with organizatiuns whosebch:wiors mc evulvcJ, nul planlled.

Thequestionthat rea,lersof this ch,ptercanexpectllJ confront is

not \vhcther thcir firms will embrace ＡＧｩ･ｬｦｾｯｲｧ｡ｬｬｩｚ＼ｬｴｩｯｬｬ butlHlw their

r,rllls will survivecOlllpNition from companil'slike CapitalOne if

they ...Ill Ilot.

"

ｾ
Ｕ...: \

ＢＬＮｾ i

@)
PJ:flb&
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Heterarchy

Distributing Authority and Organizing Diversity

David Stark

T h" epochallransformationtaking placein thesocietiesof East-

el'll Europe'lIld the (ormerSovietUnion offers an extraordi-

Ilary st.lciallahoftltnfY to study prucessesof urganizational change.

Standard nccoun(s(end to cmphasizediscuntinuities. InJccd, the

s"rprising rapidity of the col!;,pseof comm6nismthroughoutthe

Sovil't hillc, the c!('(t illn of dcmucratic governmcnts who ftlce an

elll irei), new alT; ly (,( pol i tical c11allcngcs,tlllf..Ilhe sweepingembrace

of lJIarket 1I1lxlianisIlls illld privale properly allmadc it seemthat

Ihe world 1",,1 changedin the momentof a breath.Exhalecommu-

Ili"", inhalecapitalism.Now, however,after nearly a decadeof

developments,ineluding war in former Yugoslavia and stalled

reforms in Russia,someanalystsarc attunedto continuities.The

nuthre;rksof elhnic rivalries, the persistenceof nondemocraricpolit-

iCll (orce!'i, ;lIlt! the cClnl.illllcd power of entrenched economic inter,

eslsall reveallaslinglegaciesof rhe old order. From that view, the

1lllllC things change, the l1lore they stny the same.

I\ut there arc alternatives tu seeingthesepnstsocialist ｰ ｨ ･ ｮ ｯ ｬ ｬ ｬ ｾ

l'll:l citllC'r ;IS evidence o( a I'cvolutionnry (alheit Jemocrfllic and

(al'il;disl) ruplure Of as indicalors of a glacial st<lsis. What we need

is il (1;lIl1cwork tllill can take into account discontinuitics .1Ilt! ｣ｯｮｾ

I illllit ｩ ｣ ｾ Ｌ Ａ Ｇ ｩ ｨ ｣ ｾ ｬ ｉ illg (rom the fOfmcr its facile optimism anJ from the

latler ｩ ｬ ｾ morhid pe!'iSilllisl11 \vhile replacing hoth with a prrlgmatic
1'(:;11 iSlll.

“Heterarchy”
David Stark,
The Biology of Business: Decoding the
Natural Laws of the Enterprise., New
Series, 4, 153–, 1999. [6]

http://www.uvm.edu
http://www.uvm.edu/~pdodds
http://www.uvm.edu/~pdodds/research/papers/others/everything/stark1999a.pdf
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Optimal network topologies for local search
..

.

Optimal Network Topologies for Local Search with Congestion
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The problem of searchability in decentralized complex networks is of great importance in computer
science, economy, and sociology. We present a formalism that is able to cope simultaneously with the
problem of search and the congestion effects that arise when parallel searches are performed, and we
obtain expressions for the average search cost both in the presence and the absence of congestion. This
formalism is used to obtain optimal network structures for a system using a local search algorithm. It is
found that only two classes of networks can be optimal: starlike configurations, when the number of
parallel searches is small, and homogeneous-isotropic configurations, when it is large.

DOI: 10.1103/PhysRevLett.89.248701 PACS numbers: 89.75.Hc, 02.60.Pn, 02.70.Ns, 05.70.Jk

Recently, the study of topological and dynamical prop-
erties of complex networks has received a lot of interest
[1–3]. Part of this interest comes from the attempt to
understand the topology and behavior of computer based
communication networks such as the Internet [4] and the
World Wide Web [5,6]. However, the study of communi-
cation processes in a wider sense is of interest in other
fields, remarkably the design of organizations [7–9].

One of the general principles that has been discovered
in many such complex networks is the short average dis-
tance between nodes [1]. More surprisingly, it has been
shown that these short paths can be found with essentially

local strategies, i.e., with strategies that do not require
precise global information of the network. Indeed, for
social networks, this fact was experimentally confirmed
a long time ago by the famous experiment of Travers and
Milgram [10] and theoretical explanations have been
given by Kleinberg [11] and, more recently, by Watts
et al. [12]. These explanations are based on the plausible
assumption that there is a structure (social, geographical,
etc.) that underlies the complex social network and pro-
vides information that can be exploited heuristically in a
search process. In scale-free communication networks
and in some decentralized peer-to-peer communication
networks such as Gnutella or Freenet, it has been shown
[13,14] that the skewness of the degree distribution and
the existence of highly connected hubs allows the design
of algorithms that search quite efficiently even when the
size of the system is large.

Our approach in the present work is complementary to
these efforts. The question we pose is the following: given
a search algorithm that uses purely local information—
i.e., knowledge of the first neighbors in the network—and
a fixed set of resources—i.e., a fixed number of nodes and
links—which is the topology that optimizes the search
process? We consider a general situation where the net-

work has to tackle several simultaneous (or parallel)
search problems, which in turn raises the important issue
of congestion [15–18] at overburdened nodes. Indeed, for
a single search problem the optimal network is clearly a
highly polarized starlike structure. This structure is
cheap to assemble in terms of number of links and
efficient in terms of searchability, since the average cost
(number of steps) to find a given node is always bounded
(two steps), independently of the size of the system.
However, the polarized starlike structure will become
inefficient when many search processes coexist in parallel
in the network, due to the limitation of the central node.

The discovery of optimal structures will be a useful
guide to design, redesign, and drive the evolution of
communication networks such as peer-to-peer networks,
distributed databases, and organizations.

In this Letter we present a formalism that is able to
cope with search and congestion simultaneously, allow-
ing the determination of optimal topologies. This formal-
ism avoids the problem of simulating the dynamics of the
search-communication process which turns out to be
impracticable, specially close to the congestion point
where search costs (time) diverge. We do not focus on
detailed models of any of the above mentioned commu-
nication networks (organizations, computer networks,
etc.). Rather, we study a general scenario applicable to
any communication process. First, we calculate the aver-
age number of steps (search cost) needed to find a certain
node in the network given the search algorithm and the
topology of the network. The calculation is exact if the
search algorithm is Markovian. Next, congestion is in-
troduced assuming that the network is formed by nodes
that behave like queues, meaning that they are able to
deliver a finite number of packets at each time step
[16,17,19]. In this context, we are able (i) to calculate
explicitly the point at which the arrival rate of packets

VOLUME 89, NUMBER 24 P H Y S I C A L R E V I E W L E T T E R S 9 DECEMBER 2002

248701-1 0031-9007=02=89(24)=248701(4)$20.00  2002 The American Physical Society 248701-1

“Optimal network topologies for local
search with congestion”
Guimerà et al.,
Phys. Rev. Lett., 89, 248701, 2002. [3]

 Parallel search and congestion.
 Queueing and network collapse.
 Exploration of random search mechanisms.
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Optimal network topologies for local
search
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L=160  Betweenness: �.

 Polarization:� = max�⟨�⟩ − 1.
 � = number of

links.

 Goal: minimize average search time.

 Few searches ⇒ hub-and-spoke network.

 Many searches ⇒ decentralized network.

 Phase transition?
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Desirable organizational qualities:

.

.

1. Low cost (requiring few links).
2. Scalability.
3. Ease of construction—existence is plausible.
4. Searchability.
5. ‘Ultra-robustness’:

I Congestion robustness
(Resilience to failure due to information
exchange);

II Connectivity robustness
(Recoverability in the event of failure).
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Searchability

.
Small world problem:
..

.

 Can individuals pass a message to a target
individual using only personal connections?

 Yes, large scale networks searchable if nodes have
identities.

 “Identity and Search in Social Networks,” Watts,
Dodds, & Newman, 2002. [8]

http://www.uvm.edu
http://www.uvm.edu/~pdodds


COcoNuTS

Overview
Toyota

Ambiguous problems

Models of organizations:

Modelification
Goals

Model

Testing

Results

Conclusion

References

D

d2

x2

x1

ζ

λ
y

d1

.....
.
....
.
....
.
25 of 57

Outline

Overview
Toyota
Ambiguous problems
Models of organizations:

Modelification
Goals
Model
Testing
Results

Conclusion

References

http://www.uvm.edu
http://www.uvm.edu/~pdodds


COcoNuTS

Overview
Toyota

Ambiguous problems

Models of organizations:

Modelification
Goals

Model

Testing

Results

Conclusion

References

D

d2

x2

x1

ζ

λ
y

d1

.....
.
....
.
....
.
26 of 57

.

.

Information exchange and the robustness of
organizational networks
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The dynamics of information exchange is an important but under-

studied aspect of collective communication, coordination, and

problem solving in a wide range of distributed systems, both

physical (e.g., the Internet) and social (e.g., business firms). In this

paper, we introduce a model of organizational networks according

to which links are added incrementally to a hierarchical backbone

and test the resulting networks under variable conditions of

information exchange. Our main result is the identification of a

class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will

disintegrate when failures do occur. We call this dual robustness

property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust

organizational networks can be generated in an efficient and

scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as

the Internet (1), airline, postal, and transportation networks, as
well as peer-to-peer file sharing systems, communication net-
works, and organizations such as public bureaucracies (2, 3) and
business firms (4, 5). Despite considerable recent exploration of
the structure of real-world networks (6–8) and a long established
organizational complexity literature in sociology (9–11), the
dynamics of information exchange in networks has attracted
limited attention (12, 13). In this paper, we introduce a model of
what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
robustness with respect to a range of environmental stresses.

The topic of optimal organizational architecture has long been
of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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Formal organizational structure:
..

.

 Underlying hierarchy:

 branching ratio �
 depth �
 � = (�� − 1)/(� − 1) nodes
 � − 1 links

 Additional informal ties:

 Choose � links according to a two parameter
probability distribution

 0 ≤ � ≤ (� − 1)(� − 2)/2
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likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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The dynamics of information exchange is an important but under-

studied aspect of collective communication, coordination, and

problem solving in a wide range of distributed systems, both

physical (e.g., the Internet) and social (e.g., business firms). In this

paper, we introduce a model of organizational networks according

to which links are added incrementally to a hierarchical backbone

and test the resulting networks under variable conditions of

information exchange. Our main result is the identification of a

class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will

disintegrate when failures do occur. We call this dual robustness

property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust

organizational networks can be generated in an efficient and

scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as

the Internet (1), airline, postal, and transportation networks, as
well as peer-to-peer file sharing systems, communication net-
works, and organizations such as public bureaucracies (2, 3) and
business firms (4, 5). Despite considerable recent exploration of
the structure of real-world networks (6–8) and a long established
organizational complexity literature in sociology (9–11), the
dynamics of information exchange in networks has attracted
limited attention (12, 13). In this paper, we introduce a model of
what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
robustness with respect to a range of environmental stresses.

The topic of optimal organizational architecture has long been
of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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paper, we introduce a model of organizational networks according

to which links are added incrementally to a hierarchical backbone

and test the resulting networks under variable conditions of

information exchange. Our main result is the identification of a

class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will

disintegrate when failures do occur. We call this dual robustness

property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust

organizational networks can be generated in an efficient and

scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as

the Internet (1), airline, postal, and transportation networks, as
well as peer-to-peer file sharing systems, communication net-
works, and organizations such as public bureaucracies (2, 3) and
business firms (4, 5). Despite considerable recent exploration of
the structure of real-world networks (6–8) and a long established
organizational complexity literature in sociology (9–11), the
dynamics of information exchange in networks has attracted
limited attention (12, 13). In this paper, we introduce a model of
what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
robustness with respect to a range of environmental stresses.

The topic of optimal organizational architecture has long been
of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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paper, we introduce a model of organizational networks according
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and test the resulting networks under variable conditions of
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class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will

disintegrate when failures do occur. We call this dual robustness

property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust

organizational networks can be generated in an efficient and

scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as

the Internet (1), airline, postal, and transportation networks, as
well as peer-to-peer file sharing systems, communication net-
works, and organizations such as public bureaucracies (2, 3) and
business firms (4, 5). Despite considerable recent exploration of
the structure of real-world networks (6–8) and a long established
organizational complexity literature in sociology (9–11), the
dynamics of information exchange in networks has attracted
limited attention (12, 13). In this paper, we introduce a model of
what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
robustness with respect to a range of environmental stresses.

The topic of optimal organizational architecture has long been
of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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physical (e.g., the Internet) and social (e.g., business firms). In this

paper, we introduce a model of organizational networks according

to which links are added incrementally to a hierarchical backbone

and test the resulting networks under variable conditions of

information exchange. Our main result is the identification of a

class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will

disintegrate when failures do occur. We call this dual robustness

property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust

organizational networks can be generated in an efficient and

scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as
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organizational complexity literature in sociology (9–11), the
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what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
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of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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The dynamics of information exchange is an important but under-

studied aspect of collective communication, coordination, and

problem solving in a wide range of distributed systems, both

physical (e.g., the Internet) and social (e.g., business firms). In this

paper, we introduce a model of organizational networks according

to which links are added incrementally to a hierarchical backbone

and test the resulting networks under variable conditions of

information exchange. Our main result is the identification of a

class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will

disintegrate when failures do occur. We call this dual robustness

property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust

organizational networks can be generated in an efficient and

scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as

the Internet (1), airline, postal, and transportation networks, as
well as peer-to-peer file sharing systems, communication net-
works, and organizations such as public bureaucracies (2, 3) and
business firms (4, 5). Despite considerable recent exploration of
the structure of real-world networks (6–8) and a long established
organizational complexity literature in sociology (9–11), the
dynamics of information exchange in networks has attracted
limited attention (12, 13). In this paper, we introduce a model of
what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
robustness with respect to a range of environmental stresses.

The topic of optimal organizational architecture has long been
of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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paper, we introduce a model of organizational networks according
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and test the resulting networks under variable conditions of
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class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will

disintegrate when failures do occur. We call this dual robustness

property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust
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scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as

the Internet (1), airline, postal, and transportation networks, as
well as peer-to-peer file sharing systems, communication net-
works, and organizations such as public bureaucracies (2, 3) and
business firms (4, 5). Despite considerable recent exploration of
the structure of real-world networks (6–8) and a long established
organizational complexity literature in sociology (9–11), the
dynamics of information exchange in networks has attracted
limited attention (12, 13). In this paper, we introduce a model of
what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
robustness with respect to a range of environmental stresses.

The topic of optimal organizational architecture has long been
of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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problem solving in a wide range of distributed systems, both

physical (e.g., the Internet) and social (e.g., business firms). In this

paper, we introduce a model of organizational networks according
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and test the resulting networks under variable conditions of

information exchange. Our main result is the identification of a

class of multiscale networks that reduce, over a wide range of

environments, the likelihood that individual nodes will suffer

congestion-related failure and that the network as a whole will
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property of multiscale networks ‘‘ultrarobustness.’’ Furthermore,

we find that multiscale networks attain most of their robustness

with surprisingly few link additions, suggesting that ultrarobust

organizational networks can be generated in an efficient and

scalable manner. Our results are directly relevant to the relief of

congestion in communication networks and also more broadly to

activities, like distributed problem solving, that require individuals

to exchange information in an unpredictable manner.

Information exchange is central to the performance of a wide
range of networked systems, including infrastructures such as

the Internet (1), airline, postal, and transportation networks, as
well as peer-to-peer file sharing systems, communication net-
works, and organizations such as public bureaucracies (2, 3) and
business firms (4, 5). Despite considerable recent exploration of
the structure of real-world networks (6–8) and a long established
organizational complexity literature in sociology (9–11), the
dynamics of information exchange in networks has attracted
limited attention (12, 13). In this paper, we introduce a model of
what we call ‘‘organizational networks,’’ networks whose pur-
pose is to organize and coordinate the decentralized exchange of
information. In focusing on information exchange, our general
aim is to construct a framework for exploring organizational
robustness with respect to a range of environmental stresses.

The topic of optimal organizational architecture has long been
of concern to economists (4, 14–17), but their emphasis has been
on efficiency rather than robustness. As a result, the economics
literature on organizations has focused almost exclusively on
multilevel hierarchies: acyclic, undirected branching networks
that originate at a single root node and descend through a series
of levels or ranks to their terminal leaf nodes. By connecting N

nodes together with the minimum required number of N � 1
links and creating a chain of command that is only L � log N links
in depth, hierarchies are almost as efficient as possible. Unlike
hub-and-spoke networks (a special case of a hierarchy with a
single subordinate level), multilevel hierarchies require each
node to interact directly with, on average, only b other nodes,
where b �� N and is generally called the ‘‘span of control.’’
Hierarchies are therefore attractive, scalable architectures when-
ever individual capacity is bounded (e.g., managers in business
firms) or else not easily augmented (e.g., terminals in airline
networks). Numerous variations on this basic argument have
been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
contrast, most modern business firms and public bureaucracies
face problems that are not only large and multifaceted but also
ambiguous: objectives are specified approximately and typically
change on the same time scale as production itself, often in light
of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
collective activity (20), embodied in strategies such as mutual
monitoring (21, 22) and simultaneous design (23) in which initial
designs or solutions are regularly adjusted on the basis of
information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-
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single subordinate level), multilevel hierarchies require each
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where b �� N and is generally called the ‘‘span of control.’’
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ever individual capacity is bounded (e.g., managers in business
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been invoked to justify the optimality of hierarchical organiza-

tional networks for exerting control (2, 14, 18), performing
decentralized computations (4), distributing processing load
(16), making decisions (15), and accumulating knowledge (17).

However, a critical, and often unstated, assumption of this line
of investigation is that the organization’s task is decomposable
into simpler subtasks, such that each subtask can be completed
independently and therefore in parallel with others (19). Radner
(4), for example, analyzes the case of summing a set of integers,
a linearly associative task that is trivially decomposable. In
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ambiguous: objectives are specified approximately and typically
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of knowledge gained through the very process of implementing
a solution (9). As a result, problem solving is almost always a
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information-rich collaboration between individuals, teams, de-
partments, and even different organizations.

Under these circumstances, the chief problem facing an
organization is not efficiency, understood roughly as being
maximized by minimizing the number of costly links needed to
support a defined burden. Rather, the challenge is robustness: on
the one hand, protecting individual nodes from being overtaxed
by the direct and indirect effects of changing and unpredictable
patterns of collaboration; and on the other hand, protecting the
organization as a whole from disintegration in cases where
individual failures occur regardless. More specifically, when task
definitions are ambiguous, individual collaborators will often
exchange information with other problem solvers (10), if only to
ask after and obtain information about potential partners or to
keep abreast of design changes relevant to their immediate task.
In cases where the information is exchanged indirectly (e.g., via
a superior), the relevant intermediaries incur an information
processing burden. The burden imposed by any single coordi-
nating message may be small, but high rates of message passing
in combination with concentration of traffic will tend to overload
key nodes. An analogous problem arises in other kinds of
organizational networks, such as the Internet, airline networks,
or the postal system, which must redistribute information,
personnel, or materials while simultaneously minimizing the
likelihood of overload. Organizational networks that minimize
the probabilities of such failures exhibit what we call ‘‘congestion
robustness.’’

In addition to resisting failure at the level of individual nodes,
contemporary organizational networks must continue to func-
tion even when individual elements do fail. The Internet, for
example, suffers little performance loss in the event that indi-
vidual routers fail. Business firms can display remarkable resil-
ience with respect to (seemingly) catastrophic breakdowns in
their supply chains (20), involving loss of key component pro-

†To whom correspondence should be addressed. E-mail: peter.dodds@columbia.edu.
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“Information exchange and the robustness of
organizational networks”
Dodds, Watts, and Sabel,
Proc. Natl. Acad. Sci., 100, 12516–12521,
2003. [2]

 Edited by Harrison White

.
Formal organizational structure:
..

.

 Underlying hierarchy:

 branching ratio �
 depth �
 � = (�� − 1)/(� − 1) nodes
 � − 1 links

 Additional informal ties:

 Choose � links according to a two parameter
probability distribution

 0 ≤ � ≤ (� − 1)(� − 2)/2
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Model—underlying hierarchy

.
Model—formal structure:..
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Model—addition of links

.
Team-based networks (� = 12):
..

.
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Model—addition of links

.
Random networks (� = 12):
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Model—addition of links

.
Random interdivisional networks (� = 6):
..

.
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Model—addition of links

.
Core-periphery networks (� = 6):
..
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Model—addition of links

.
Multiscale networks (� = 12):
..

.
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Model—construction
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Model—construction

.

.

 Link addition probability:�(�, տ1, տ2) ∝ ր−�/�ր−�(�1,�2)/�
 First choose (�, տ1, տ2).
 Randomly choose (�, �1, �2) given (�, տ1, տ2).
 Choose links without replacement.
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Model—construction

.
Requirements for �(�1, �2):
..

.

1. ց ≥ 0 for տ1 + տ2 ≥ 2
2. ց increases monotonically with տ1, տ2.
3. ց(տ1, տ2) = ց(տ2, տ1).
4. ց is maximized when տ1 = տ2.

.
Simple function satisfying 1–4:
..

.

ց(տ1, տ2) = (տ21 + տ22 − 2)1/2⇒ �(�, �1, �2) ∝ ր−�/�ր−(�21+�22−2)1/2/�
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Model—limiting cases

λ
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Message passing pattern

 Each of � time steps, each node generates a message
with probability �.

 Recipient of message chosen based on distance from
sender.

 �(recipient at distance տ) ∝ ր−�/�.
1. � = measure of uncertainty;

2. � = 0: local message passing;

3. � = ∞: random message passing.
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Message passing pattern:

.
Distance �12 between two nodes �1 and �2:..

.

D

d2

x2

x1

ζ

λ
y

d1 տ12 = max(տ1, տ2) = 3
 Measure unchanged with presence of informal ties.
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Message passing pattern

.
Simple message routing algorithm:
..

.

 Look ahead one step: always choose neighbor closest
to recipient node.

 Pseudo-global knowledge:

1. Nodes understand hierarchy.
2. Nodes know only local informal ties.
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Message passing pattern

.
Interpretations:
..

.

1. Sender knows specific recipient.

2. Sender requires certain kind of recipient.

3. Sender seeks specific information but recipient
unknown.

4. Sender has a problem but information/recipient
unknown.
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Message passing pattern

.
Performance:..

.

 Measure Congestion Centrality ��, fraction of messages
passing through node �.

 Similar to betweenness centrality.

 However: depends on

1. Search algorithm;
2. Task specification (�, �).

 Congestion robustness comes from minimizing �max.
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Performance testing:

.
Parameter settings (unless varying):
..

.

 Underlying hierarchy: � = 5, � = 6, � = 3096;
 Number of informal ties: � = � .

 Link addition algorithm: � = � = 0.5.
 Message passing: � = 1, � = 10/� , � = 1000.
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Results—congestion robustness
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Results—varying number of links added:
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Results—varying message passing pattern
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Results—Maximum firm size

 Congestion may increase with size of network.

 Fix rate of message passing (�) and Message pattern
(�).

 Fix branching ratio of hierarchy and add more levels.

 Individuals have limited capacity ⇒ limit to firm size.
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Scalability in complete uncertainty: � = ∞
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Connectivity Robustness

.
Inducing catastrophic failure:
..

.

 Remove �� nodes and measure relative size of largest
component � = �/(� − ��).

 Four deletion sequences:

1. Top-down;
2. Random;
3. Hub;
4. Cascading failure.

 Results largely independent of sequence.
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Results—Connectivity Robustness
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Summary of results

Feature Congestion Connectivity Scalability
Robustness Robustness

Core-periphery good average average

Random poor good poor

Rand. Interdivisional poor good poor

Team-based poor poor poor

Multiscale good good good
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Conclusary moments

.
Multi-scale networks:..

.

1. Possess good Congestion Robustness and Connectivity
Robustness ⇒ Ultra-robust;

2. Scalable;

3. Relatively insensitive to parameter choice;

 Above suggests existence of multi-scale structure is
plausible.
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Conclusary moments

.

.

 Foregoing is an attempt to model what organizations
might look like beyond simple hierarchies (2003).

 Possible work: develop ‘bottom up’ model of
organizational networks based on social search,
identity (emergent searchability).

 Balance of generalists versus specialists—how many
middle managers does an organization need?

 Still a need for data on real organizations…
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