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Abstract

Objective: Sharing behavioral health and wearable data poses privacy challenges, as traditional de-identification remains
vulnerable to re-identification. Differential privacy (DP) provides mathematical guarantees through a tunable privacy
budget, ¢. This study evaluates the feasibility of generating and releasing DP synthetic behavioral health data with high
analytical utility, identifying practical ¢ values for public data sharing.

Materials and methods: We analyzed physiological data from wearable devices and self-reported data from Phase 1 of the
Lived Experiences Measured Using Rings Study (LEMURS), which tracked sleep, stress, and well-being among first-year
college students. Three DP synthetic data generators: AIM, MST, and PATECTGAN, were evaluated across privacy budgets
ranging from £ = 1 to 100. Utility was assessed using L1/L2 errors, correlation, regression, UMAP, and assessed vulnerabil-
ity via privacy attacks.

Results: AIM outperformed MST and PATECTGAN in preserving both statistical and analytical properties of the original
data. For the Survey dataset, the lowest marginal errors occurred at ¢ = 5 and 10. Correlation, regression, and UMAP anal-
yses confirmed that AIM-generated data closely replicated original relationships at moderate ¢ values.

Discussion: Choice of privacy budget is still an open question, and it is task-agnostic and dataset-specific. Moderate
privacy budgets (5 <& <10) maintained key associations between physiological and psychological measures while ensur-
ing privacy. AIM’s workload-aware design effectively allocated noise toward relevant features, enhancing performance.

Conclusion: A privacy budget of £ =5 offers a practical balance between data utility and participant privacy for LEMURS
behavioral health data sharing.
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Lay Summary

The central finding of this work is that we can safely share behavioral health data by generating differentially private
synthetic datasets that protect participants’ privacy while preserving scientific value. Participating in studies that gather
biometric and survey measures often exposes people to re-identification risk, even when identifiers are removed, unusual
combinations of traits can single someone out. That risk has forced many researchers to keep valuable datasets
locked away.

This study tested a mathematical privacy technique called differential privacy to create synthetic versions of the health
data. By adding controlled random noise into the data so that any individual’s contribution becomes indistinguishable,
while the underlying relationships we care about (e.g., how disrupted sleep tracks with elevated stress) remain intact.
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This requires a balance between privacy guarantees and empirical fidelity, and that balance is rarely tested with real be-

havioral health data.

Using records from 600 students, we stress-tested multiple privacy levels and evaluated both scientific utility and vulnera-
bility to privacy attacks. Stress prediction models worked nearly as well on synthetic data as on original data, and privacy
attacks failed to re-identify participants. Our framework provides practical guidance for institutions deciding whether
their health datasets can be safely released for scientific research.

Introduction

Behavioral health and wearable datasets offer valuable fine-
grained views into how physiology, stress, and daily experience
coevolve, yet they are among the most difficult data to share
responsibly. Traditional de-identification has repeatedly
proven insufficient, leaving study participants vulnerable to re-
identification. Our aim in this work is to examine whether differ-
entially private synthetic data can provide a practical solution.
We show that, for this use case, moderate privacy budgets can
sustain key behavioral and physiological relationships while
resisting linkage and membership attacks, pointing toward a
feasible and reproducible framework for public release of com-
plex health data.

The Lived Experiences Measured Using Rings Study
(LEMURS)* recruited roughly 600 college students to explore the
connections between well-being, health, heart activity, and
sleep, employing Oura rings and surveys. This study generated a
dataset with more than 100 attributes related to the partici-
pants’ daily routines and demographics. While participants are
assigned anonymous numerical IDs within the dataset, there is
concern that certain column combinations could disclose the
identities of some participants, particularly those in minority
groups, such as transgender individuals and people of color.

Due to privacy concerns, datasets like LEMURS are typically
not available to the public. Traditional de-identification meth-
ods have proven vulnerable,>* with well-known re-identification
failures in datasets.*>® These concerns highlight the need for
robust privacy-preserving techniques for wearable health data.’
Differential Privacy (DP)®° can protect against unforeseen
vulnerabilities.

In this work, we demonstrate the feasibility of generating and
releasing high-quality DP synthetic data for the LEMURS study,
based on existing task-specific non-DP research on the dataset.
We suggest this generalizable framework for data custodians:

Defining real-world use cases and baseline hypotheses;
Selecting task-agnostic and task-specific (epistemic parity)
utility metrics;

Generating synthetic data across a range of ¢ values and syn-
thetic data generators;

Evaluating the utility-privacy tradeoff against attacks;
Selecting a practical € range based on the task;

Ensuring reproducibility of methodology and availability of
data, available on our GitHub repo.*

! https://github.com/mghasemizade/lemurs_dp

Background and significance
LEMURS dataset

LEMURS began in the fall of 2022 and is ongoing at the
University of Vermont.'® To date, over 600 first-year college stu-
dents have participated in this longitudinal experiment, which
assesses changes in students’ sleep, stress, mental health, and
other outcomes through a series of weekly surveys.

Additionally, researchers used Oura rings to collect Total
Sleep Time (TST), resting heart rate, heart rate variability, sleep
stages, body temperature, and other physiological data from
the participants. The data is longitudinal, where each row corre-
sponds to a single weekly entry for a participant. Each partici-
pant, identified by a consistent but pseudo-anonymized
numerical ID, contributes multiple rows to the dataset.

In the LEMURs project, researchers aimed to predict stress
levels or mental health deterioration before symptoms become
severe, using sleep patterns and wearable-derived metrics to de-
tect early signs of risk. Prior work on this dataset has success-
fully predicted stress and anxiety using sleep and physiological
metrics.} 13

Our work uses two datasets collected in phase 1 of the
LEMURS study. The first dataset contains 108 columns with a
mix of qualitative and quantitative features. The second dataset
published via,'? is more compact, consisting of 19 purely quanti-
tative columns containing physiological measurements from the
Oura ring and self-reported Perceived Stress Scale score (PSS).
For simplicity, we refer to the larger dataset as the Survey data-
set and the smaller one, composed almost entirely of Oura-
based measurements, as the Oura dataset.

Differential privacy

DP%? is a widely adopted framework that safeguards the privacy
of individuals within a dataset. DP introduces controlled random
noise scaled by privacy budget ¢, ensuring outputs cannot fluc-
tuate by more than e?. Formally, a mechanism M satisfies DP if
for any pair of neighboring datasets D; and D, and any possible
set of outcomes S:

<e’ (1

Intuitively, we can think of Pr[M(D;)] as the probability of
outcome S when an individual contributes their data, while
PrlM(D,)] denotes the probability of outcome S when the indi-
vidual does not contribute their data to the dataset. The DP defi-
nition bounds the ratio of these probabilities, ensuring that they
must be similar—with & controlling the degree of similarity.
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Smaller values of ¢ provide better privacy but generally result in
less utility. Values of € in the single digits are preferred for strong
privacy.

DP effectively prevents the re-identification of individuals
within the dataset and has found extensive applications in medi-
cal settings to protect individual privacy.***’

Methodology
Linkage attack

A linkage attack is a privacy attack in which an adversary uses
external data sources, such as public records or survey data, to
re-identify individuals in an anonymized dataset. Even when di-
rect identifiers (names or email addresses) are removed, quasi-
identifiers (age, sleep duration, or stress scores) can still be used
to match individuals across datasets and uncover sensitive
information.

Assuming the Oura dataset from Bloomfield et al.™* as the tar-
get dataset, and the Survey dataset as an auxiliary dataset avail-
able to an adversary, a linkage attack becomes feasible. Since
both datasets contain overlapping attributes, such as TST and
PSS, an attacker could compare those features and successfully
re-identify individuals in the Oura dataset.

l12

Membership inference attack via
closest distance

To evaluate the privacy of our DP synthetic data, we conducted
a membership inference attack via closest distance from the
TAPAS framework,'® and infused the AIM generator in it. Our
goal is to test whether an attacker, given only the differentially
private synthetic data, can determine whether a particular indi-
vidual was included in the original training set.

The attacker knows the target’s characteristic values and
holds a 50% random sample of the real data for calibration.
They repeatedly ask the AIM mechanism for synthetic draws of
the same size, and in each draw, they find the single synthetic
record closest to the target (using either Hamming or Euclidean
distance). Intuitively, if the target was part of the training data,
its synthetic twin will tend to appear closer in the release. By
collecting these “nearest neighbors” distances from draws
where the target was included versus excluded, the attacker
builds a Receiver Operating Characteristic (ROC) curve and
selects the distance threshold that best separates “in” from
“out”. Finally, with that threshold fixed, a fresh synthetic draw is
used to decide membership: if the nearest neighbor is within the
threshold, the attacker guesses “in” otherwise “out”.

Utility evaluation methods

Recently, Rosenblatt et al.'® introduced the concept of
“epistemic parity” as a novel lens for assessing the efficacy of
DP synthetic datasets. Instead of solely focusing on statistical
metrics such as marginal L1 and L2 errors, or correlation preser-
vation, they contend that the utility of synthetic data should be
gauged by whether the scientific conclusions derived from the
original data remain reproducible after applying DP.

We generated 10 versions of the dataset for each algorithm
(AIM, MST, PATECTGAN) for each privacy budget (e=]1,2,
5,10,20,50,100]) for the Survey and Oura datasets. For each pri-
vacy budget, we generated 10 synthetic datasets to account for
algorithmic randomness, resulting in a total of 210 datasets.

The algorithms employed in our generators are limited only
to quantitative values because DP introduces numerical noise.
So, qualitative columns, such as text-based survey responses,
have been removed.

Regression models

We replicated the mixed-regression model by Bloomfield et al.*
that predicts PSS on the original data and confirmed that we re-
covered their published coefficients. We then applied the same
model to each synthetic dataset, using replication fidelity as a
case-study metric.

In addition to this replication, we developed a second model
using random forest regression to predict stress levels in the
larger Survey dataset. We selected the top 12 stress-related fea-
tures based on Spearman correlations, including anxiety and
sleep measures. We chose a random forest model because of its
ability to capture non-linear relationships and its robustness to
noise. To assess model performance, we used the R? score,
which ranges from 0 (no predictive power beyond the mean) to
1 (perfect prediction). Higher R? values indicate stronger preser-
vation of predictive utility in the synthetic datasets.

Umap

Uniform Manifold Approximation and Projection (UMAP)? is a
nonlinear dimensionality reduction technique that enables visu-
alization of high-dimensional data in lower dimensions. By pro-
jecting these datasets into a 2D space, we can visually assess
the extent of structural distortion introduced by DP. UMAP also
uncovers latent cluster structures, enabling us to examine
whether individuals with similar attributes, such as comparable
PSS, remain grouped together after applying DP. This unsupervised
clustering approach is particularly useful for evaluating latent
patterns, similar to how Ghasemizade et al.?* leveraged UMAP to
uncover hierarchical groupings in complex, belief-driven datasets.

Results and analysis
Linkage attack

To demonstrate the vulnerability of the original Oura dataset,
which was only de-identified, we assessed its similarity to the
Survey dataset. With the two datasets in hand and knowing the
matching columns “week” and “PSS”, we looked for rows that
exactly match in those columns. To make the attack robust, we
added a third condition: the similarity score between the
reported sleep time from the Survey dataset and the measured
sleep time from the Oura ring. Since they are not expected to
match exactly, we allow some error between the two values in
each dataset.

Using Record Linkage Toolkit,”> we compared “TST” values
with £0.5 hour tolerance, average sleep time (origin) of 7, with a
scale of 1.5 beyond this threshold.
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We configure this function with an offset of 0.5, meaning that
if the difference in sleep hours between the two datasets is
within + 0.5 hours, it is considered a perfect match (similarity
score=1.0). We assumed the average sleep time for college grad
students is 7, and origin = 7 reflects that. Beyond this threshold,
the similarity score decreases linearly, with a scale parameter of
1.5 that controls the rate of decay. This configuration allows for
partial credit when sleep values differ by more than 0.5 hours
but still remain close.

Using the configuration shown in the Appendix, available as
supplementary data at [JAMIA Open] online, we identified four
matching rows between the original Oura and Survey datasets
based on exact matches for week and perceived stress scores,
along with a high similarity threshold for reported sleep dura-
tion. These matches demonstrate a successful linkage attack un-
der relatively simple assumptions. Four out of 100 is still a small
ratio, but the primary objective is to protect the privacy of every
individual, even a single person, in the dataset. If the auxiliary
dataset had been released under DP, the added noise would
have prevented such confident re-identification, as DP ensures
that no individual record can be reliably linked, even when
some attributes overlap across datasets.”>*

Synthetic data generators and L1,
L2 errors

L1 and L2 errors measure how closely the synthetic data
matches the real data’s distribution over all marginals, com-
puted by comparing each attribute-pair distribution and then
averaging across all pairs. L1 captures the average absolute dis-
crepancy and L2 captures the average squared/Euclidean dis-
crepancy, so lower values indicate higher fidelity to the original
pairwise structure.

To determine the most effective synthetic data generator for
this task, we evaluate the L1 and L2 errors for all ¢ values and
selected algorithms across the generated synthetic datasets. We
then select the algorithm with the lowest errors for further
analysis.

Based on benchmarks by Rosenblatt et a we selected
three candidates: AIM,2® MST,”” and PATECTGAN.?® For our
experiments, we used the default and most common configura-
tions for Aim, MST, and PATECTGAN. A notable hyperparameter
of AIM is its tunable preprocessing privacy budget, which allows
analyzing the dataset and its marginals before generation.
Based on the argument of AIM’s creators,*® we provide only 10%
of the privacy budget for the preprocessing and selecting the
marginals step, and the rest is used for the measurement step.

Table 1 reports the mean of L1 and L2 errors along with their
standard deviation for all ¢ values across AIM, MST, and
PATECTGAN, on 2-way marginals. AIM generally produces lower
reconstruction errors compared to MST and PATECTGAN. AIM
achieves the smallest errors at e=5-10 for Survey data.
PATECTGAN performs better on lower-dimensional Oura data.
Given the Survey dataset’s higher dimensionality and the goal of
releasing a utility-preserving synthetic version, AIM offers the
most reliable balance between privacy and marginal errors.
Therefore, we select AIM for the remaining analyses of this paper.

Note that Utility is not monotone in ¢ for synthetic data pipe-
lines. While DP noise scale decreases with & the final L1/L2

1

Table 1. L1 and L2 errors for Oura and Survey datasets across different
e values.

Oura L1l AIM MST PG

e=1 1.81+2e-3 1.83x1e-3 1.90%2e-3
e=2 1.81+2e-3 1.81t7e-4 1.87+3e-3
e=5 1.80t5e-4 1.80+5e-4 1.83t7e-4
=10 1.80+2e-3 1.80+3e-4 1.85+3e-4
=20 1.80+3e-3 1.79+3e-3 1.86+8e-4
=50 1.80+2e-3 1.79+2e-4 1.85+9e-4
&£=100 1.80t6e-4 1.80+3e-4 1.86+8e-4
Oura L2 AIM MST PG

e=1 0.30+8e-4 0.29t1e-2 0.06x5e-5
e=2 0.30x+9e-3 0.28%1e-2 0.05x1e-3
e=5 0.26x7e-4 0.26x+6e-4 0.04+3e-4
=10 0.26+2e-3 0.27+3e-4 0.05+2e-4
=20 0.27+3e-3 0.27+3e-4 0.05+3e-4
=50 0.28+5e-4 0.29+2e-4 0.05+3e-4
£=100 0.30x+6e-4 0.30+2e-4 0.05+3e-4
Survey L1 AIM MST PG

=1 0.50t1e-2 0.50%5e-3 1.01+2e-4
e=2 0.43x5e-3 0.45x6e-3 0.79+6e-4
e=5 0.38x1e-3 0.39%1e-3 0.58+1e-3
=10 0.39+3e-3 0.40t4e-3 0.63+6e-3
=20 0.40+8e-4 0.41t1e-3 0.60+2e-2
=50 0.40x1e-4 0.41+9e-4 0.60t+1e-4
£=100 0.41+6e-4 0.41t+4e-4 0.631+2e-4
Survey L2 AIM MST PG

e=1 0.15x+4e-3 0.15+3e-3 0.32x+1e-3
e=2 0.13+3e-3 0.13+3e-3 0.22+3e-3
e=5 0.10x1e-3 0.11+6e-4 0.13+8e-4
=10 0.10+9e-4 0.10t7e-4 0.16+3e-4
=20 0.10x+4e-4 0.10+8e-4 0.14+8e-3
£=50 0.11+1e-3 0.11+7e-4 0.14+7e-4
£=100 0.12+6e-4 0.12+1e-3 0.16+8e-3

Values are reported as mean + standard deviation across 10 generated
datasets for each e value.

reflects a combination of DP noise, model/approximation error,
and sampling/training randomness; once DP noise is small, the
remaining terms can cause small up or down rather than a
clean decrease.

Regression models

For each dataset, we created an original regression model with-
out noise and 60 distinct regression models for each AIM DP-
generated synthetic dataset, designed for each epsilon.

Oura dataset

This model uses a centered version of TST by subtracting each
participant’s mean sleep duration (tst_dev) to account for
within-person variation. We then fit a linear mixed-effects model
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predicting PSS as a function of week, gender, and within-
participant TST deviation, with participant ID as a random effect
and week included in the random slope. This model serves as a
reference to evaluate how well the synthetic datasets preserve
these key associations. The mean coefficients for “week” and
“tst_dev” with their standard deviations for varying epsilons are
outlined in Table 2. In the original model, the coefficient for
“week” is —0.33, indicating that perceived stress scores tend to
decrease slightly as the semester progresses, while the coeffi-
cient for “tst_dev” is —0.89, suggesting that students who sleep
less than their personal average report significantly higher stress
levels.

When comparing the mean and standard deviation of the re-
gression coefficients across privacy budget levels, we observe the
trend converging to the original model coefficients from &= 10
for “tst_dev” and £ =20 for “week”. The “tst_dev” stabilizes by
£>10 but remains attenuated relative to the original; week shows
weaker recovery and higher variability at £ = 10. The coefficients
reach the closest distance to the original at the £ = 100.

Survey dataset

Table 3 shows that the R? score of the random forest model
trained on the original Survey dataset is 0.71. The R? scores for
the synthetic datasets follow a peaking trend to reach the origi-
nal value starting from the beginning, and there are no surprises
in the trend. Starting from £ =5 we can say it reaches a stable
plateau, making it a good candidate to select as our privacy
budget. We also analyzed the permutation feature importance

Table 2. Comparison of the mean =+ standard deviation of “week” and
“tst_dev” coefficients across ¢ values for AIM.

P week tst_dev
Original -0.33 -0.89

1 -0.06 £ 0.14 —-0.01 +£0.23
2 —-0.04 +£0.11 -0.11 +£0.22
5 —0.15 £ 0.06 -0.33£0.25
10 —-0.10 £ 0.12 -0.56 £ 0.29
20 —0.30 £ 0.07 —-0.59 £ 0.23
50 —-0.44 £ 0.25 -0.59 +£0.14
100 -0.33+£0.15 -0.60 + 0.17

Table 3. Comparison of the mean + standard deviation for R* scores on
random forest regression across ¢ values for AIM.

e R? Score
Original 0.71

1 0.32 +0.15
2 0.58 + 0.05
5 0.64 + 0.02
10 0.68 + 0.02
20 0.68 + 0.02
50 0.71 +0.02
100 0.72 + 0.02

of R? along each dataset, that can be found in the appendix,
available as supplementary data at [JAMIA Open] online.

Spearman correlation

We generated Spearman correlation heatmaps for both the orig-
inal and synthetic versions of the Oura and Survey datasets, for
each privacy budget, we picked the dataset with lowest L1 and
L2 errors. These heatmaps allow us to assess whether key corre-
lation structures are preserved after applying DP.

Figures 1 and 2 present Spearman correlation heatmaps for
the original datasets and their DP synthetic versions across vari-
ous & values. At low privacy levels (e=1-2), correlation
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Figure 1. Spearman correlation heatmaps for the original and synthetic
Oura datasets across various ¢ levels for AIM. Only selected variable
labels are shown to improve readability. HR: Heart Rate; PSS: Perceived
Stress Score; TST: Total Sleep Time; HRV: Heart Rate Variability.
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Figure 2. Spearman correlation heatmaps for the original and synthetic
Survey datasets at various ¢ values for AIM. All variables are included,
but only selected axes labels are shown for clarity: Week, PSS:
Perceived Stress Score; GAD: Generalized Anxiety Disorder; TST: Total
Sleep Time, caffeine intake, and number of friends.

patterns degrade, but from £ =5 onward, the overall structure
remains consistent with the original data.

For the Survey dataset, the bottom-right cluster of variables,
which includes PSS (Perceived Stress Score), GAD (Generalized
Anxiety Disorder), and stress-related features, shows consistent
structures starting from £ =5. Among these, the heatmaps for
£=>5 and £ = 10 most closely resemble the original, suggesting
that these privacy levels strike an effective balance between pri-
vacy protection and statistical utility for this dataset.

UMAP

UMAP hyperparameters were selected through a systematic grid
search to produce interpretable visualizations that reflect both
the continuity of PSS and the topological preservation of struc-
ture across synthetic datasets. UMAP is particularly effective on

high-dimensional data, such as our 108-column Survey dataset.
For each privacy budget, we performed UMAP only on the data-
set with the lowest L1 and L2 errors.

Oura dataset

To observe the structural fidelity of the synthetic Oura datasets,
we projected the original and DP versions into 2D using UMAP
with n_neighbors = 45 and min_dist = 0.025, shown in Figure 3.
This configuration prioritizes global coherence while allowing
for tight, well-defined local clusters. The choice of a very small
min_dist = 0.025 is particularly suitable here because the Oura
dataset is relatively low-dimensional, and the data shows natu-
rally compact clusters in its latent structure.

In the original dataset, we observe a clear separation into four
primary clusters. The top left cluster predominantly consists of
people with low PSS, ranging from 0 to 15. The remaining three
clusters are populated mostly with higher perceived stress
scores, particularly in the 15-20 range, with some individuals
reaching scores up to 40. Among the synthetic datasets, those
generated with £ = 2, 5, and 10 show the strongest structural re-
semblance to the original. The cluster geometry and distribution
of perceived stress levels are highly consistent with the original
projection, suggesting that these privacy budgets strike a com-
pelling balance between utility and privacy in the Oura dataset.

Survey dataset

To evaluate the structure of the synthetic Survey datasets, we
applied UMAP, shown in Figure 4, with n_neighbors =6 and
min_dist = 0.6. The original dataset shows well-defined clusters
by stress level (10-15, 15-20, 20-25, 30-35). Among the synthetic
datasets, the projections for e=5, £ =10, and £ =100 most
closely resemble the original structure, preserving both the spa-
tial arrangement and perceived stress scores color distribution
of the clusters. In contrast, lower ¢ values (e.g., e=1 or e =2)
lead to noticeable dispersion and less consistent cluster geome-
try, indicating a loss of utility from strong privacy constraints.

Membership inference attack via
closest distance

Based on the previous sections, we chose the DP-generated
datasets with £ = 5 as our candidate datasets, as it was the low-
est £ that maintained utility and resemblance to the original
datasets. We performed the membership inference attack via
closest distance from the TAPAS framework'® to test their resil-
ience. In this attack, the AIM synthesizer is fixed at £ =5, then
used as a black-box generator to repeatedly produce synthetic
draws of the same size as the real data.

In contrast to our earlier linkage attack, where we focused
only on records with unique attributes, here we randomly select
target records, because privacy attacks should ideally be con-
ducted on all records of a dataset rather than focusing only on
vulnerable records with unique attributes.”® Due to computa-
tional constraints, we selected only 10 random targets from
each dataset to perform the attack. The AIM generator was
trained once on the full dataset, and synthetic samples were
drawn repeatedly without retraining, ensuring computational
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Figure 3. UMAP projections of the original and synthetic Oura datasets
for different £ values. Vertical captions are placed beside each image,
and the legend on the right shows perceived stress scores (PSS).

efficiency. Each attack was repeated with 200 synthetic draws
per target to account for randomness.

The resulting ROC curves, shown in Figure 5, for all 10 targets
fluctuate around the diagonal baseline, with no consistent devi-
ation, suggesting unsuccessful attacks. In several cases, the
curves fall slightly below the diagonal, indicating that the attack
performed worse than random guessing. These results demon-
strate that at £ =5, the AIM-generated synthetic data for both
Survey and Oura datasets provides strong resistance to mem-
bership inference, even when evaluated under the targeted
threat model of TAPAS. More attack scenarios proving e =5 is a
good candidate, can be found in the appendix, available as sup-
plementary data at [JAMIA Open] online.

Discussion

Our findings demonstrate that a mid-range privacy budget
(e =5 or 10) offers a practical balance for DP synthetic data for
LEMURS, preserving analytical utility while protecting against
privacy attacks.

Tuning privacy parameters based on utility metrics can intro-
duce information leakage that may compromise privacy.
Notably, UMAP reveals the most information about the original

1
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() e=10
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() ¢
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Figure 4. UMAP projections of the original and synthetic Survey
datasets for different ¢ values. Vertical captions are placed beside each
image, and the legend on the right shows the perceived stress

score (PSS).

dataset, which categorizes individuals based on their PSS.
However, Yang et al.*® demonstrated in their work that dimen-
sionally reduced samples and clusters of UMAP reinforces het-
erogeneity and does not reveal the identity of any individual,
and it provides valuable information on the data set, which
aligns with the primary objective of this study: making the data
set accessible to the public with meaningful information, thus
preserving the privacy of the participants.

In this work, we adopt the “epistemic parity” and empirically
investigate how varying & impacts privacy-utility trade-off on
downstream analyses in the context of health data. Utility loss is
substantial at £ = 1 but plateaus after £ = 5 as synthesizers cap-
ture most structure and residual error reflects model limitations
rather than DP noise.

Incorporating DP into real-world data workflows could trans-
form how privacy policies are written and evaluated, enabling
verification that data-sharing practices align with stated protec-
tions. This shift not only improves transparency but also
strengthens public trust in institutions handling sensitive data.

The workload-aware nature of AIM, which focuses on specific
marginals relevant to the analysis, contributes to its strong per-
formance. By allocating the privacy budget to important rela-
tionships, it preserves meaningful patterns while minimizing
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Figure 5. ROC curves for the Closest-Distance membership inference attack on 10 randomly selected records across the Survey and Oura datasets at

&=5using AIM.

exposure of individual-level data. This makes AIM particularly
suitable for health and behavioral datasets, where maintaining
statistical trends is essential for the impact of research, but pri-
vacy risks are acute.

While our results highlight £ =5 as a good balance for this
dataset and use case, we do not recommend a one-size-fits-all
value. Rather, we argue for the feasibility and importance of
evaluating multiple privacy budgets depending on the analytic
goals and sensitivity of the variables involved. Although such
evaluations may require computational resources, especially for
iterative or workload-aware mechanisms like AIM, they enable a
more tailored and rigorous selection of ¢ values that align with
real-world utility and risk trade-offs.

Limitations

While our study highlights the strengths of AIM, its ability to pro-
duce utility-preserving synthetic datasets, maintain statistical
relationships under moderate privacy budgets, and support pri-
vacy claims with formal guarantees, it is not without limitations.
Firstly, even a moderate privacy budget of £ = 5 may be deemed
excessive in certain regulatory or clinical settings, particularly
when conducting a critical life-dependent study whose outcome
is intended to predict a dose of critical medication.?*

Secondly, while AIM preserves some pairwise relationships,
maintaining complex multivariate correlations remains chal-
lenging, especially for high-dimensional datasets. Additionally,
AIM is designed exclusively to preserve numerical attributes and
disregards qualitative values. Lastly, we did not assess re-
identification risks beyond basic linkage attacks.

Thirdly, a significant consideration for this work is the distinc-
tion between event-level and user-level privacy. Because the
LEMURS dataset is longitudinal, with each user contributing
multiple rows, our application of AIM protects each row inde-
pendently. This provides event-level differential privacy, mean-
ing the synthesizer’s output is not unduly influenced by any
single daily entry. However, it does not provide formal user-level

privacy, which would protect the entire contribution of a
participant.

Conclusion and future work

In this work, we evaluated the performance of the AIM algorithm
for generating differentially private synthetic health data using a
real-world dataset on college students’ physiological and men-
tal health. We compared outputs across a range of € values and
found that ¢ =5 offered the best balance of privacy and utility.
This aligns with recent scholarship that emphasizes that privacy
evaluation must consider the practical context and goals of
data use.

Future work will explore alternative DP mechanisms such as
GAN-based approaches and text-based DP algorithms for the
qualitative columns, as well as utility preservation at lower pri-
vacy budgets (e.g., £ < 1). We also plan to assess the robustness
of these mechanisms under more advanced privacy attacks and
deploy them in practical research workflows involving underrep-
resented groups, where privacy risks are especially pronounced.
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